Escaping Electronic Surveillance 
A. Secrecy/privacy Apps (have end to end encryption with outside groups not being able to read the message and some destroy the message after a period of time)
1.Telegram (Governments might start cracking down on this app in the future) 
2.Signal
3.WeChat
4.Wicker
Last- WhatsApp (WhatsApp is the most popular but the least secure including your messages and contacts)
It's important to evaluate your secrecy/privacy apps every year or two in case they have been compromised by a hostile government.   
For Information on How the Apps can be infiltrated by the Government check the link below.
https://www.pcmag.com/news/fbi-document-shows-how-popular-secure-messaging-apps-stack-up?utm_campaign=trueAnthem%3A%20Trending%20Content&utm_medium=trueAnthem&utm_source=facebook&fbclid=IwAR1_GFbPzZgfB4NitqCrycUFa2fVCMLsKT2bee5DEK7VYliSFeKT91g48gI
B. Internet Browser to Replace Google, Internet Explorer, Apple Safari ect. 
Install the TOR Browser (A internet search browser originally designed to support government spying operations) Just go to https://www.torproject.org/download/ to download it. (You can not do internet banking on here because it scrambles and changes your location across the globe. Note- The US government probably has access to TOR but its far better than any other web browser for secrecy.)
C. Email. 1. Get a Protonmail account at protonmail.com. On Protonmail, all your emails are secured with zero-access encryption, and all communications with other ProtonMail users are automatically end-to-end encrypted. Not even Protonmail can read your emails.
2. You can encrypt emails using a personal email certificate. Safe Gmail, a Google Chrome extension allows you to encrypt emails through Gmail. You can download the extension and add it to chrome and there will be an extra checkbox to encrypt near the send email button. Only you and the recipient can view the email. There are 2 text boxes that work via the PKI infrastructure (Public Key Interface). You can have a secret question to only allow you and the sender to know the answer (case-sensitive). When you send this, there will be an encrypted message for the recipient, which they will then have to copy. The recipient will click to access the content after copying the encrypted text. They will answer the secret question and paste the message in the text box that appears after they click submit. The decrypted message will be shown on the next screen but it will disappear after a period of time. 
You can also use PGP (Pretty Good Privacy) or Secure/Multipurpose Internet Mail Extension(S/MIME). Be sure your recipient is on the same page and are using the encryption software and applications to access your encrypted messages.  
It's important to evaluate your email provider every year or two in case they have been compromised by a hostile government.   
D. VPNs (Virtual Proxy Networks) for home/work computers and mobile devices. Your Internet Service Provider (ISP) servers can view all of your activity and so can the government even if you are browsing in incognito mode. The VPN, once downloaded can be used to scramble/encrypt the web traffic while changing the IP address. Your ISP will think that you’re using the web from where the VPN is based. The VPN usually assigns an IP address that is based elsewhere in the world. An added advantage is that the VPN allows you to bypass the censorship and restrictions in the country you are in if your IP is somewhere with more liberal regulations. 
E. Other Alternative Communications Channels- Channels like CB or Trucker Drivers Radio Frequencies. Family Radio Service offers private, close distance two-way communication, similar to walkie-talkies. It is a lowered-powered alternative to CB. General Mobile Radio Service offers two-way communication for short distances and requires a license from the FCC. GMRS utilizes station operators and mobile or land stations. It is a higher-powered alternative to CB. The Social Media site Gab is better than others because they have their own servers and no one has access to them without a warrant. 





